January 26, 2022
The Honorable Lina M. Khan, Chair
Federal Trade Commission
600 Pennsylvania Avenue, N.W.
Washington, D.C. 20580
Re:

Petition for Rulemaking by Accountable Tech (Docket No. FTC-2021-0070)

Dear Chair Khan,
We’re writing in support of the Petition for Rulemaking by Accountable Tech of the
Federal Trade Commission (FTC)1 to prohibit surveillance advertising due to its
overwhelming harm to individuals and society, especially to the fundamental right to
privacy.
Surveillance advertising has been called the Internet’s Original Sin2 and a “time bomb at
the heart of the Internet” that could harm society on the scale of the subprime mortgage
crisis.3 The surveillance advertising business model is premised on the unseemly
collection and hoarding of personal data to enable ad targeting. Companies collect huge
amounts of data to maximize user engagement because it increases ad revenue.4 The FTC
should evaluate the harms to society and individuals as we believe they vastly outweigh
the benefits.
Significant research has shown how surveillance capitalism undermines human autonomy
and subverts democracy.5 In particular, leading academics and journalists have
documented societal harms from surveillance advertising including voter suppression,6
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political manipulation,7 and threats to national security. For example, propagandist ads
from the Russian government-linked Internet Research Agency (IRA) disproportionately
targeted and aimed to suppress the vote of African Americans during the 2016 election.8
State adversaries may use surveillance advertising to collect sensitive data on Americans
and target specific individuals in the government to install malware on their devices or
collect intelligence about their locations.9
Surveillance advertising is also linked to individual harms that have broader impacts for
society such as discrimination in jobs,10 housing,11 and pricing for products and
services.12 For example, research has shown that females receive fewer ads for highpaying jobs than men,13 an outcome that further perpetuates the existing gender wage
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gap. Research has also demonstrated how advertisements for predatory rent-to-own
programs are shown to African American users significantly more than any other racial
group.14
Americans’ privacy and civil liberties are also drastically hampered by surveillance
advertising. Some firms have been found to be tracking individuals’ places of worship,
whether they participated in protests, and then selling this information to advertisers.15
Data brokers have also sold lists of individuals who regularly visit mosques or use
Muslim prayer apps to advertisers, enabling possible discrimination toward religious
minorities.16 Law enforcement can also purchase data implying immigrant status and use
it along with location data to skirt Fourth Amendment protections.17
These harms are not justified by the benefit of ad revenue to the companies, and
alternatives to surveillance advertising can be nearly as commercially effective. Research
shows that micro-targeted ads only yield a four percent bump in efficacy for advertisers
over contextual ads.18 This negligible value is not enough to justify the widespread
societal and individual harms that the business model causes.
Importantly, the petition does not ban all advertising. Advertising enables many internet
products and it enables small businesses, nonprofits, and politicians to reach customers,
funders, and voters. It is for this reason that contextual advertising (i.e., ads based on the
content a user is currently engaging with) and advertisements provided in response to
relevant user search queries should be allowable, as the petition recommends.19 Further,
while granular location may provide incremental value to advertisers, the harms
associated with this kind of location targeting are countless, however, broad location
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targeting to ‘recognized places’ (e.g., municipalities) can be permitted to provide users
value without inviting the worst harms of granular location tracking.
Importantly, banning surveillance advertising is also widely popular. An astonishing 81
percent of American voters support banning companies from collecting people’s personal
data and using it to target them with ads, according to a recent poll by Accountable
Tech.20 A coalition of over fifty public interest groups, privacy advocates, internet rights
activists, consumer advocates and civil rights champions have also called for the ban of
surveillance advertising.21
To combat the harms posed by surveillance advertising and protect Americans’ privacy,
we recently introduced H.R. 6416 and S. 3520, the Banning Surveillance Advertising Act,
which prohibits advertising networks and facilitators from using personal data to target
advertisements, with the exception of broad location targeting. The bill makes explicit
that contextual advertising and ads based on user search queries are allowable. Our
legislation also prohibits advertisers from targeting ads based on protected class
information (e.g., race, gender, religion) and any information they purchase (e.g., from a
data broker). Lastly, this legislation clarifies that the FTC has existing authority to ban
surveillance advertising and strengthens its enforcement capacity. We’ve worked several
months drafting the legislation and urge the FTC to examine the legislative language
which can be instructive to its rulemaking.
For all the reasons we’ve stated, we support the Petition for Rulemaking to the FTC and
commit to working with the agency to ensure that it has all the resources it needs to
protect consumers from harmful data collection and surveillance business models such as
surveillance advertising.
Most gratefully,

___________________
Anna Eshoo
Member of Congress

___________________
Cory Booker
United States Senator
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